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Ransomware attacks and
protecting patient data:
What can we learn from
WannaCry?
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Ransomware keeps
Growing
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IoT — Internet of Things
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Data breach cost per capita
By industry classification, 2017 ($) Q
Healthcare [ (Q - @
Total Internet loT Global
Financial Devices Devices Population
Services 2 0 ) 8 4 ) 7 6
Life Science - -
Billion Billion Billion
Industrial

The World Economic Forum Organization has

Technology reported more loT devices than Global

Population

100 200 300 400

Global cyber-attacks in 2017,

including WannaCry and Petya
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CYBER RISK IN HEALTHCARE

Lack of
Knowledge of
Cyber
Security

High Demand
Healthcare of Medical
Employee Records in
Negligence the Black
Market ™

Medical staff Increase in
usage of Ransomware
BYOD Attacks
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Dasts acg infoemathion Systems and senvices and er! 8 NHE rh:}nlnl-' How we look afhsr your inforrmation

Mome | News s events Latest news Slamant on reperad NHE cyber allnch

Statement on reported NHS cyber attack

A number of NHE argansations have mpociad to NHS Oigital that the avo Deen affectad by 4 ransomwars altsck wich Is

atloctng a numbar of dittar oA s alions

the malware varant s Wanna D

AL this slage wa do nol have any avidence that pabent data has been acc 1 We wil canlinus to work with atiscied

organisahions %o cootem this

NHS Digiin! s working closely witl @ Nahona! Cyber Securey Centre the Departmant of Haallh andd NMNS Englang %

Support affecied organisatons and 10 Mcommang oo opravie magatons

This stiack was not speciiically targeted al the NHS and is aMiect ng organisalic

& rom ac1ass » range of seciors

Our focus is on Supporing organisalior 1o manage the incdent swiftly and decisively. DUl we wil continue 1o communicats

with NHS cofleagues and wil share more inlormaton as il becomes avalabic
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WannaCry
—

.54 Wana Decryptr 2.0
Qoops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe yvou are busy looking for a way to
recover your files, but do not waste your time. Mobody can recover your files without

m

our decryption service.

Payment will be raised on ]
y sl Can I Recover My Files?
Sure. We guarantee that vou can recover all vour files safely and easily. But vou have

5M5/2017 10:12:10
not so enough time.
Vou can decrypt some of your files for free. Try now by clicking <Decrypt=.
But if you want to decrypt all your files, vou need to pay.
YVou only have 3 days to submit the payment. After that the price will be doubled.

Also, if you don't pay in 7 days, you won't be able to recover your files forever.

Time Left
We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on
How Do I Pay?
51972017 10:12:10 Payment is accepted in Bitcoin only. For more information, click <About bitcoin=.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins=.
And send the correct amount to the address specified in this window.

Time Left
After your payment, click <Check Payment>. Best time to checlk: 9:00am - 11:00am

T2 0 e

Send $300 worth of bitcoin to this address:

T = . e

bitcoin _ L :
aad a4 | 115p7UMMnNgoj1pMvkpHijcRdfJNXj6LrLn

Howw ko by bitcaing?
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Ransomware Attacks are Pervasive

Ransomware Variants Grew by 30xin 2016

Cumulative new ransomware

Dec 15 Jan “18 Feb “16 Mar 18 Apr 1B May 16 Jdun 16 Jul 16 Aug 1B Sep 16 Oct 16 Mow 18 Dec 18

A company gets hit every 40 seconds

50% of organizations attacked by ransomware are hit more than
once

Phishing email attachments are the #1 delivery vehicle

rce:
fp nt (https://www.proofpoint.com/site: [ efault/files/proofpoint g4 threat report-final-cm.pdf)
s://blog.barkly.com/new-ranso -trends-



https://www.proofpoint.com/sites/default/files/proofpoint_q4_threat_report-final-cm.pdf)
https://blog.barkly.com/new-ransomware-trends-2017
https://go.druva.com/2017-Survey-Ransomware-Report.html
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Ransomware Vectors

Email Link [N 31%
i Impacted Data Source

Email Attachment [N 28%
eb site or Web application D 24%

r than email or social media

Social Media [ 4%

USB Stick [ 3%

Business Application || 1%

We Don't Know [0 9% = Endpoints
= Servers

= Cloud applications (e.g., Office 365 or Box)

Source:
roofpoint (https://www.proofpoint.com/sites/default/files/proofpoint g4 threat report-final-cm.pdf 8

ly: https://blog.barkly.com/new-ransomware-trends-2017


https://www.proofpoint.com/sites/default/files/proofpoint_q4_threat_report-final-cm.pdf)
https://blog.barkly.com/new-ransomware-trends-2017
https://go.druva.com/2017-Survey-Ransomware-Report.html
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What Is Ransomware & Stats?

® atype of malicious software designed to block
access to a computer system until a sum of money
IS paid.
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samsam Ransomware Attack Exploiting
organization Network vulnerabilities
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Cerber Locky Samsam
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CERBER

mmponant fes have been encrypted

1. Downioad and install the «Tor Browse

Runt

3 Inthe «Tor Browsers open wedaie

Foliow e instr

CrySiS ransomware virus

=) -
Pt g ~ All your main files were encrypted!
O i :

o o5

Your personal files are encrypted!

Personal documents , photos and videos were
Files such as: jpeg , doc , docx
and others will be

o Siatghtas skl

You have 16 send 1072 LTC 16 Ltacon sdduss P 'g & _unique public key
LTVt TIOOK X 1ESERT MR TRMNDy Sy e e T . ERomputer
4 0431 Pag0, whith wil be weekad and conbemed

and tpecy e Transacton

Cryptowall Crysis
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Ransomware — Hollywood
Presbyterian

"The reports of the hospital paying 9000 Bitcoins or $3.4 million are false. The
amount of ransom requested was 40 Bitcoins, equivalent to approximately
$17,000. The malware locks systems by encrypting files and demanding ransom
to obtain the decryption key. The quickest and most efficient way to restore our
systems and administrative functions was to pay the ransom and obtain

the decryption key. In the best interest of restoring normal operations, we did
this." - Allen Stefane’g I:,i,_{g%ident and CEO, Hollywood Presbyterian Medical
Center S
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Ransomware Myth

Only 42%

of companies report being able
to fully recover data after an
attack

Kansas Heart Hospital was hit with a

ransomware attack on 18 of May 2016

“It paid the ransom, but then attackers
tried to extort a second payment.”

12



Bayer MedRad device
was the first medical
device infected in the
United States with
Ransomware
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June 2017, agroup of
Hackers in Ukraine
launched the “Petya”
Ransomware attack
against multiple
International companies.

13
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Ransomware 2018

e ' - <X
2 < Allscripts:

Cass _Reglonal I
Medical Center Orthopaedic Specialists

» Cass Regional » The California- * A limited number
Medical Center based Center for of Allscripts
recovering from a Orthopedic services went
ransomware Specialists (COS) down January
attack Monday, is notifying 85,000 2018 after a
July 9t 2018 at 10 of its current and ransomware
am and struck its former patients incident
communication that a ransomware
system attack on its IT

vendor may have
breached their
data.
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Data loss

» QOperation
Downtime

* Resetting and
replacing
infrastructure

* Productivity

* Forensics

Reputation

Life
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Ransomware Impact

RANSOMWARE: TOTAL DAMAGE COST

14
12 £11.5 BILLION
10
8
| 55 BILLECH
|
2 y

£0.325 BILLION SEERLLH

L ¥ LLILH
3 s I

2015 2016 2017 019

Estimated costs in damages from ransomware (Source:
CyberSecurity Ventures)
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Ransomware Mitigation

Always back-up important files. It is recommended to save it in
another device like external storage away from your local
network. Another option for backing up your files is through the
In-the-cloud system

Keep your backups disconnected (unless you run the backup).
Keep operating systems and software up-to-date, including
security updates

Implement end-user and network policy to mitigate risk of being
attacked from external and internal sources

Don't click the links and download file attachments from
malicious website and suspicious e-mails respectively

Disable auto-execution of scripts such as macros, javascript

16



Antivirus/
Malware
Software

Backup data

Patch your
Systems

Use Endpoint
Protection
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Invest in a
Cybersecurity
Program

Block ™

Unknown -

Users %,

GPO
Restrictions
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(844) 55-CYBER (29237)

Sanjay.Deo@24by7security.com

Contact@24by7security.com

www.24By7Security.com
@24By7Security
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