
Ransomware attacks and 

protecting patient data: 

What can we learn from 

WannaCry?

Time Session: 4:30 pm

7/17/2018

Sanjay Deo, CISSP, HCISPP

Founder and President

1



Ransomware keeps 
Growing

Malware -
Hijacking or 

Crypto-jacking 
Computers

Phishing -
Social 

Engineering 
Attacks

Cybercrime 

Using IoT for 
Attacks

CYBER RISK TRENDS IN THE WORLD

2IoT – Internet of Things 



CYBER RISKS TRENDS

3

The World Economic Forum Organization has 

reported more IoT devices than Global 

Population 

Global cyber-attacks in 2017, 

including WannaCry and Petya
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CYBER RISK IN HEALTHCARE
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WannaCry
May 12, 2017
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WannaCry
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Ransomware Variants Grew by 30x in 2016

• A company gets hit every 40 seconds

• 50% of organizations attacked by ransomware are hit more than 

once

• Phishing email attachments are the #1 delivery vehicle

Source: 
Proofpoint (https://www.proofpoint.com/sites/default/files/proofpoint_q4_threat_report-final-cm.pdf)
Barkly: https://blog.barkly.com/new-ransomware-trends-2017
Druva Annual Ransomware Report: https://go.druva.com/2017-Survey-Ransomware-Report.html

Ransomware Attacks are Pervasive

https://www.proofpoint.com/sites/default/files/proofpoint_q4_threat_report-final-cm.pdf)
https://blog.barkly.com/new-ransomware-trends-2017
https://go.druva.com/2017-Survey-Ransomware-Report.html
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Source: 
Proofpoint (https://www.proofpoint.com/sites/default/files/proofpoint_q4_threat_report-final-cm.pdf)
Barkly: https://blog.barkly.com/new-ransomware-trends-2017
Druva Annual Ransomware Report: https://go.druva.com/2017-Survey-Ransomware-Report.html
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45% 5 million 7 out of 
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What is Ransomware & Stats?
• a type of malicious software designed to block 

access to a computer system until a sum of money 

is paid.
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of Ransomware attacks 

in 2017 targeted 

healthcare 

organizations

The cost of an average 

cyber attack now 

exceeds $5 million
organizations don’t 

believe their antivirus 

can stop the threats 
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5  Common types of Ransomware?

Cerber Locky Samsam

Cryptowall Crysis
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Ransomware – Hollywood 

Presbyterian
"The reports of the hospital paying 9000 Bitcoins or $3.4 million are false. The 

amount of ransom requested was 40 Bitcoins, equivalent to approximately 

$17,000. The malware locks systems by encrypting files and demanding ransom 

to obtain the decryption key. The quickest and most efficient way to restore our 

systems and administrative functions was to pay the ransom and obtain 

the decryption key. In the best interest of restoring normal operations, we did 

this." - Allen Stefanek, President and CEO, Hollywood Presbyterian Medical 

Center
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Ransomware Myth

Only 42%
of companies report being able 

to fully recover data after an 

attack

“It paid the ransom, but then attackers 
tried to extort a second payment.”

Kansas Heart Hospital was hit with a 
ransomware attack on 18th of May 2016



13

Bayer MedRad device 
was the first medical 
device infected in the 

United States with 
Ransomware

June 2017, a group of 
Hackers in Ukraine 

launched the “Petya” 
Ransomware attack 

against multiple 
international companies. 

Ransomware Attacks 



Ransomware 2018
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July

• Cass Regional 
Medical Center 
recovering from a 
ransomware 
attack Monday, 
July 9th 2018 at 10 
am and struck its 
communication  
system

February

• The California-
based Center for 
Orthopedic 
Specialists (COS) 
is notifying 85,000 
of its current and 
former patients 
that a ransomware 
attack on its IT 
vendor may have 
breached their 
data.

January

• A limited number 
of Allscripts 
services went 
down January 
2018 after a 
ransomware 
incident
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Estimated costs in damages from ransomware (Source: 

CyberSecurity Ventures)

Ransomware Impact

• Data loss

• Operation 

Downtime

• Resetting and 

replacing 

infrastructure

• Productivity

• Forensics

• Reputation

• Life
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• Always back-up important files. It is recommended to save it in 

another device like external storage away from your local 

network. Another option for backing up your files is through the 

in-the-cloud system

• Keep your backups disconnected (unless you run the backup).

• Keep operating systems and software up-to-date, including 

security updates

• Implement end-user and network policy to mitigate risk of being 

attacked from external and internal sources

• Don’t click the links and download file attachments from 

malicious website and suspicious e-mails respectively

• Disable auto-execution of scripts such as macros, javascript

Ransomware Mitigation
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How to protect patient data

Antivirus/ 
Malware 
Software 

Backup data

Patch your 
Systems 

Use Endpoint 
Protection 

Recovery 
Disaster Plan

Employee 
Training 

Invest in a 
Cybersecurity 

Program

Block 
Unknown 

Users 

GPO 
Restrictions
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Q & A



CONTACT INFORMATION  
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www.24By7Security.com

@24By7Security

(844) 55-CYBER (29237)

Contact@24by7security.com

Sanjay.Deo@24by7security.com

http://www.24By7Security.com
http://twitter.com/24by7security
mailto:Contact@24by7security.com
mailto:Contact@24by7security.com

